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1 Overview

In this guide you will learn about how to set up an IQ Home gateway for Microsoft Azure loT Hub
applications.

2 Creating an Azure loT Hub

2.1 Create loT Hub

1. Login to the Azure Portal with your account.
2. Create a new “loT Hub” resource.

Microsoft Azure P Search resources,

“ Home » New

+ Create a resource New
™ Home
[& Dashboard £ o1l X
:= All services iy

FAVORITES loT Hub Device Provisioning Service

All resources Azure Security Center for loT
[#] Resource groups loT Central Application

#' Quickstart Center Smart loT oneM2M network

R —

'.E'.‘ App Services

Blockchain Web A
<> Function App @ ? PP _
Compute Quickstart tutorial

SQL databases

3. Create loT Hub
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Microsoft Azure

L3 Home »* Mew »* loT Hub
~ Create a resource loT Hub
Microsoft
M Home
(&} Dashboard

_ 3 1
= All services
L

FAVORITES

lIoT Hub' © Saveforiatei

Microsoft

All resources
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2.2 Set up new loT Hub

1. Select resource group or create it
2. Name the loT Hub
3. Check the selection

Home » MNew » |oT Hub > loT hub
1oT hub

Microsoft

Basics  Size and scale  Review + create
Create an loT Hub to help you connect, monitor, and manage billions of your loT assets. Learn More

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like
folders to arganize and manage all your resources.

* Subscription @ | hd |

* Resource Group @ 1 | {New) ighome hd |
Create new

* Region @ | West Europe hd |

* |loT Hub Name @ 2 | ighame ‘/|

3 Next: Size and scale » Automation options
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4. Create after review

Home »* Mew » loT Hub * loT hub
loT hub

Microsoft

------------------------

Basics  Size and scale | Review + create |

BASICS

Subscription @

Rescurce Group @ ighame
Region @ West Europe
loT Hub Mame @ ighame
SIZE AMD SCALE
Pricing and scale tier @ 51
Murnber of 51 loT Hub units @ 1
Messages per day @ 400,000
Cost per month 21.08 EUR

« Previous: Size and scale Automation options
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2.3 Get connection string

. Open “All Resources”
. Select the newly created loT Hub

. Under “Policy”, select “iothubowner”

1
2
3. Invoke the “Shared Access Policies”.
4
5

. Copy “Connection string—primary key”

Microsoft Azure A2 Search resources, services, and docs

+ Create a resource
A Home

[E] Dashboard

<= Al services

FAVORITES

.3.': ighome - Shared access policies
L

laT Hub

“« Home > Allresources > ighome - Shared access policies
All reso... Documentation B « 7
Default Directory
+ Add  EE Edit columns === More

| Filte

|| mamE

All resources 1
() Resource groups
# Quickstart Center
(52 App Services
<% Function App
B2 s5QL databases
&7 Azure Cosmos DB
El Virtual machines
"y} Load balancers
=5 Storage accounts.
- Virtual networks
@ Azure Active Directory
=) Monitor
@ Advisor

U Security Center

£ et Mamnmnmnans QI

1 ;x' ighome 2

[o se

o Overview

E Activity log

28 Access control (IAM)
& Tags

Events

Settings

€ Pricing and scale

S IPFilter

A Certificates

= Built-in endpoints

“  Manual failover (preview)

Properties

Locks
B3 Export template
Explorers

B Query explorer

‘«

=+ Add

o 10T Hub uses permissions to grant access t

‘ P Search to

POLICY
4
service
device
registryRead

registryReadWrite

iothubowner
ighome

Hs ¥ Disc

=+* More

Permissions

Registry write @
Service connect @

Device connect @

Shared access keys
Primary key @

\ </@

Secondary key @

\ <|[J

Connection string—primary key @

=[@s
Connection string—secondary key @

</ [
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3 Register new device with Device Explorer

3.1 Update connection information

1. Paste the copied “Connection string—primary key” into loT Hub Connection String area
2. Copy the hostname part from the connection string and paste into Protocol Gateway

HostName
3. CLick on “Update” button

o5 Device Explorer Twin

Configuration Management Data Messages To Device Call Method on Device

Connection Information
loT Hub Connection String:

2 WElighome. azure-
T SharedAccessKeyName=iothubowner;SharedAccessKey=Xrexa3FXVIGBrJYLhi 197Ky Nrg
FIW 3yeTIP1cSmOU/Q=

Protocol Gateway HostName:

2 |iqhome.azure-devices.net |

Update
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3.2 Create new device

1. Click on “Create” button on the Management tab
2. Set the name of the new device

3. Click on “Create” button in the popup window

BE Device Explorer Twin

— O *
Configuration Management Data Messages To Device Call Method on Device

Actions
1| creste || | Refresh || Update | Delete | SASToken.  TwinProps.
Devices

Total: |0

Device A -
Id fir ConnectionSy
(®) Secuity Keys (O X509

[ Auto Generate 1D [ Auto Generate Keys

2 |owil

|D..|Gd1 D3Xd+P4L45M1wodkiaod TWHE7MrwED v BuHy Y=

| Uuf13Ra Ts20dMaxn TUNK B7EAWiBBaM Sxuiid 6CBysl=
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3.3 Create SAS token

1. Click on “SAS Token...” button

2. Set TimeToLive (TTL) days of the token
3. Click on “Generate” button

4. Copy the required part for the client

85 Device Explorer Twin

— | >
Configuration Management Data Messages To Device Call Method on Device
Actions
1 | Create ‘ ‘ Refresh | ‘ Update | ‘ Delete | |SASToken__ | ‘ Twin Props. |
Devices

Total: |1 B sASTokenForm — O X
Filter: |

DevicelD
_ - |E"'1 V| ionStrir ConnectionSt
gw DeviceKeys | 0JQd1D3Xd+P4L45M 1+xkizod TWABTMwEDXvBuHyYe= v|
- o .

HostMame=ighome .azure-
:Deviceld=gw1:5h
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4 Setup MQTT settings of the gateway with Linklt!

To get started with Linklt please check the Quick Start Guide or the tutorial videos.

Go to “Settings” tab

Go to “Main” settings section

Enable MQTT

Set hostname determined in 2.1. Update connection information

Set Port to 8333

Set Username by hostname and the name of the device like HostName/DevicelD
Set Password by paste the copied part of the SAS token from 2.3. Create SAS token
Select Manual Client ID Source

9. Set Client ID as DevicelD defined in 2.2. Create new device

10. Enable MQTT TLS
11. Select “CA Signed server certificates”

12. Click on Save button and upload modified settings

© N AN~

& 1QHome Link It! - v2.0.2 - O X

1Q Home Link It! Networks > LAN > GW-3E70009 :

Dashboard  RF Network Web Viewer  Files  Terminal
Gateway Settings 1 Advanced mode o

MQTT Settings

MQTT Subscribe
Scheduler Enable MQTT @ ® 3
i Hostname @ ighome.azure-devices.net 4
Port @ 8883 5
Username @ ighome.azure-devices.net/gwi 6
Password @ SharedAccessSignature sr=ighome.azure-devices.net¥2Fdevicest2Fgw1 &sig=umF 7
Client |D source select @ Manuel v 8
CliencID @ zwi 9
MQTT TLS Settings
Enable MQTT TLS @ ® 10
TS ype @ CA signed server certificates ~ 11
CApath @ Jetc/sslicerts
Verify hostname @ e

After successfully saving the new configuration, restart the gateway service.
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